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«[lokTtop Beb» — poccumnckunii paspaboTumk cpescts MHPOPMaLMOHHON 6e30NacHOCTU.

«[loktop Beb» npeanaraet 3pdeKkTMBHbIE aHTUBMPYCHbIE N aHTUCMaM-PELLUEHUS KaK ANs
roCyAapCTBEHHbIX OpraHmM3aunii U KPYMHbIX KOMMAaHWI, Tak U AN YaCTHbIX NOJIb30BaTENEN.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pPe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHoCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl Nosib3oBaTeNAiM 3a NOAAEPIKKY pelueHni cemeiictea Dr.Web!
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1. BBegeHue

1.1. HazHaueHne AOoKymMeHTa

[laHHOE pyKOBOACTBO ABAAETCA YaCTbtO NakeTa JOKYMEHTaLUn agMUHUCTpaTopa
aHTUBMPYCHOW CETW, ONMUCHIBAOLLEN AeTan peann3aLmm KOMMNIEKCHON aHTUBUPYCHOM

3aWyTbl KOMMbBIOTEPOB U MOBUABHbBIX YCTPOWCTB KOMNaHuu ¢ nomoupto Dr\Web Enterprise
Security Suite.

PykOoBOACTBO afpecoBaHO agMUHUCTPATOPY aHTUBMPYCHOW CETU — COTPYAHWKY OpraHm3auum,

KOTOPOMY NMOPY4YEHO PYKOBOACTBO aHTUBUPYCHOW 3aLUMTON paboumx CTaHLUUI U CepBEPOB
3TOW CETU.

B pykoBoAcCTBe npuBeseHa MHGOPMaLUSA O LLeHTPaAM30BaHHOMW HaCTPOMKe aHTUBUPYCHOTO
MO paboumx CTaHLMN, OCYLLECTBAAEMOWN afMUHNCTPATOPOM aHTUBUPYCHOWN ceTn Yepes LleHTp
ynpasneHusa 6e3onacHoctbio Dr.Web. PykoBoacTBO onuncbiBaeT HaCTPOMKN aHTUBUPYCHOTO
peweHns DrWeb ans Linux n ocobeHHOCTV LeHTpaaM30BaHHOro ynpasaeHma gaHHbiM M10.

Ans nonyyeHns AONONHNTENbHOM MHbOPMaLMK 0bpallainTech K CleAyroLMM PyKOBOACTBAM:

¢ PykoBoacTBO agMUHUCTpaTOpa aHTUBMPYCHOTO pelueHns DrWeb ans Linux cogepxut

MHPOPMaLMIO O HAaCcTpoWKe aHTMBUpPYCHOTO MO, ocywecTBASEMOM HENMOCPEACTBEHHO Ha
CTaHUUMN.

¢ JlokymeHTauuna agMUHUCTpaTopa aHTuBMpYcHon cetn Dr.Web Enterprise Security Suite
(BkntovaeT PykoBoacTBO agMUHUCTpaTopa, PykoBoacTBo no ycraHoBke Vv MNMpunoxxkeHns)
COAEP>XKMUT OCHOBHYH MHGOPMALMIO MO YCTaHOBKE M HAaCTPOMKE aHTUBUPYCHOW CETU U, B
YacTHoCTW, no paboTe ¢ LleHTpom ynpaBaeHuns 6e3onacHocTbio Dr.Web.

MNepepn NpoyTeHeM JOKYMEHTOB ybeanTeCh, UTO 3TO MOCNeAHAA BEPCUSA PYKOBOACTB.
PykoBOZCTBa NOCTOSHHO OOHOBAAIOTCS, U MOCAEAHIOIO MX BEPCUIO MOXHO HaWTN Ha
oduumanbHoM Beb-cante komnaHum «/1oktop Beb».

PyKOBOACTBO aZMUHWCTpaToOpa
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1.2. YcnoBHble cokpal,eHus u o6o3HaueHun

YcnoBHble 0603HauYeHuA

B AaHHOM PYKOBOZCTBE MCMOJIb3YHOTCA CNeaytoLime YCIOBHble 0603HaYeHUs:

0O603HaueHne

@

AHmusupycHas ceme
<IP-address>

CoxpaHuTb

CTRL

/home/user

MNpunoxexve A

CokpaweHus

B Tekcte PykoBogacTBa byayT ynoTpebaatbcsa 6e3 pacwumndpoBky cieyrolme COKpalleHums:

KommeHTapwii

BaxxHoe 3ameuaHuve nnm yKa3saHue.

I'Ipep,ynpequ,eHVle O BO3MOXHbIX OLIMOOYUHbIX CUTYyaLMAX, a TakXke Ba>kKHbIX
MOMEHTax, Ha KOTopble cneayet 06paTI/ITb ocoboe BHUMaHMe.

HoBblili TEPMWH VNI aKUEHT Ha TepMWHE B ONMUCaHNAX.
Mons ANA 3aMeHbI q)yHKLI,VIOHaJ'IbeIX Ha3BaHWM CbaKTVI‘-IECKVIMVI 3Ha4YeHnaAMWN.

Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MNYHKTOB MEHIO W APYrX 3N1eMEHTOB
nporpaMMHoro nHtepdeiica.

O603HaueHVa KnaBuLL K1aBuaTypbl.
HavmeHoBaHVs paiinoB 1 KaTaaoros, ¢pparMeHTbl MPOrPaMMHOrO Koja.

MepeKpecTHble CCbIIKM Ha FaBbl JOKYMEHTa UK TMNePCCbIIKA Ha BHELLH1E
pecypcsl.

DNS — cuctema gomeHHbIx umeH (Domain Name System),

FQDN — nosnHocTbto onpegeneHHoe nmsa gomeHa (Fully Qualified Domain Name),

FTP — npoTokon nepesaun dpannos (File Transfer Protocol),

HTML — a3bik pa3meTku runeptekcta (HyperText Markup Language),

HTTP — npoTtokon nepeaaun runeptekcta (HyperText Transfer Protocol),

HTTPS — 3awmLLeHHbIV npoTokon nepegaun runeptekcrta (Hypertext Transfer Protocol

Secure),

IP — npotokon ViHTepHeTa (Internet Protocol),
LKM — Linux Kernel Module,

MBR — rnaBHas 3arpysouHas 3anucb (Master Boot Record),

SMB — Server Message Block (npoTtokon goctyna k ¢dannam),

e SNI — nHpmkauma nmenun cepeepa (Server Name Indication),

PyKOBOACTBO aZMUHWCTpaToOpa
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e SSL — ypoBHM 3awpmieHHbIX cokeToB (Secure Socket Layers),

e TCP — npoTtokon ynpasneHus nepegaun (Transmission Control Protocol),
e TLS — 3alMLLEeHHbIN TPAHCNOPTHbIN ypoBeHb (Transport Layer Security),
e URL — egmHo06pa3HbIn okaTop pecypca (Uniform Resource Locator),

e BCO — BcemupHasa Cuctema O6HoBnaeHn Dr.Web,

e JIBC — JlokanbHaga BbluncantenbHaa CeTb,

e OC — OnepaumoHHasa Cuctema,

e [10 — lNMporpammHoe ObecneueHue,

e OC — Pamnosasa Cucrtema.

PyKOBOACTBO aZMUHWCTpaToOpa
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Dr.Web Enterprise Security Suite

2. Dr.Web Enterprise Security Suite

2.1. O npoaykre

Dr.Web Enterprise Security Suite npegHa3HaueH Ans opraHM3aunmn n ynpaBaeHns e4uHOM 1
HaZEe>XHOW KOMMIEKCHOW aHTUBUPYCHOW 3alUMTON KakK BHYTPEHHEN CeTM KOMMaHUW, BKIKoYas
MOOBMAbHbIE YCTPOWCTBA, TaK U AOMALUHUX KOMMbIOTEPOB COTPYAHUKOB.

COBOKYMHOCTb KOMMbHOTEPOB Y MOBUABHbIX YCTPOMWCTB, Ha KOTOPbIX YCTaHOBJ/EHbI
B3ammMogencTeytowme komnoHeHTsl Dr\Web Enterprise Security Suite, npeactaBaset coboin

€AVNHYHO aHMmMmueupyCcHyro ceme.
@ i

o
o

( 1 1 1
™y
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Cepeep Dr.Web === HTTP/HTTPS

LleHTp ynpaBaeHws 6e30nacHOCTbHO

Dr Web s CeTb Ha ocHOBe TCP/IP

Mepesaya 06GHOBAEHWIA Yepes

MoBWbHbI LeHTp ynpasaeHus Dr.Web — =— HTTP/HTTPS

0 = & g

3alnuaemMas cTaHums % BCO Dr.Web

Jlornueckas cTpyKTypa aHTUBUPYCHO ceTn

PyKOBOACTBO aZMUHWCTpaToOpa
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AHTtnBMpycHasa cetb Dr.Web Enterprise Security Suite nmeeT apxuTekTypy ki1ueHm-cepeaep. Ee
KOMMOHEeHTbI YCTaHaBANBAKOTCA Ha KOMMbIOTEPbI U MOBUAbHbIE YCTPOWCTBA NOJIb30OBaTENEN U
aAMWHNCTPATOPOB, a TakXke Ha KOMMbrOTepsbl, BbinoaHaowme dyHkumn cepsepos JIBC. 3tn
KNIMEHTCKME YCTPOMCTBA B KOHTEKCTE JaHHOTO PYKOBOACTBA Ha3blBAOTCA CMAHYUAMU.
KOMMOHEeHTbl aHTUBUPYCHOWN ceT 06MeHMBatoTCA MHOPMaLMen, NCNONb3YyA CeTeBble
npotokosbl TCP/IP. AHTMBMpYycHOoe MO Ha 3awmiiaemble CTaHLMM BO3MOXHO YCTaHaBAMBaTb
(v BnociieAcTBUM yripasasaTe UMK) Kak Yepes JIBC, Tak 1 uepes HTepHer.

2.2. 3awmTa paboumx ctaHuuu noa Linux

3awmTa paboumx cTaHLmMit nog Linux OCyLecTBASAETCA C MOMOLLbH aHTUBUPYCHbLIX MaKeTOB
Dr.Web.

AHTMBUMPYCHbIE NaKeTbl yCTaHAaBAMBAKOTCA Ha 3aluyMLLaeMblX CTaHLUMAX U NOAKNHOYAROTCA K
CepBepy Dr.Web. Kaxxgas cTaHUmMa BXOAWT B COCTaB OAHOW MAN HECKOAbKUX Fpymnm,
3apernctpupoBaHHbix Ha Cepsepe Dr.Web. Nepegava nHdopmaunm c Cepsepa Dr.Web Ha
3aLUMLLAEMYHO CTaHLMIO OCYLLLECTBAAETCA MO NPOTOKOY, UCMOAb3yeMOMY B JIOKaJIbHOW CeTU
(TCP/IP Bepcun 4 nau 6).

YcTaHOBKa

JlokanbHas YCTaHOBKa OCYLLeCTBAAETCA HEMNOCPEACTBEHHO Ha 3au.|,1/|u.|,ae|v|017| CTaHUMWN N MOXKET
ObITb BbIMOJHEHA KakK AAMUHNCTPATOPOM 3TOM CTaHUWMW, TaK U aAMUHNCTPATOPOM
aHTMBMpyCHOVI ceTn.

| MNMoapobHoe onvcaHve npoLeayp yCTaHOBKM aHTUBUPYCHBIX MakeTOB Ha 3alluliaemblie
: cepBepbl NnpuBeseHo B PykoBoacTBe no ycraHoBke Dr.Web Enterprise Security Suite.

YnpaBneHue

Mpw noaaepxxke ceazm ¢ Cepeepom Dr.Web agMmuHucTpaTopy AOCTYNHbI Caeaytowme
bYyHKUMW, peanm3yemble aHTUBUPYCHbBIM NMaKeTOM Ha 3alLMLLaeMON CTaHLNK:

e LleHTpann3oBaHHas HacTpoOWKa aHTUBUPYCHOIO NakeTa Ha 3alUMLLAeMOn CTaHL MK Npu
nomolun LieHTpa ynpasieHns 6e30nacHoOCTbHO.

Mpw 3TOM aZAMUHUCTPATOP MOXKET KaK 3anpeTnTb, Tak 1 OCTaBUTb BO3MOXHOCTb
No/sb30BaTeNSIM CaMOCTOSTE/IbHO U3MEHATb HAaCTPOMKN aHTUBMPYCHOrO NakeTa Ha
3alMLLIaEMOW CTaHLUMN.

e Hactpolika pacnucaHuns aHTUBUPYCHbIX MPOBEPOK U APYrX 3aaHWI, BbINONHAEMbIX Ha
3alMLLAEMON CTaHLUMN.

e NMonyuyeHne CTaTUCTMKM CKaHUPOBAHMA N NpoYer nHGopMaLmm 0 paboTe aHTUBUPYCHbIX
KOMMOHEHTOB M O COCTOSIHUW 3aLLMLLIAEMON CTaHLUW.

PyKOBOACTBO aZMUHWCTpaToOpa
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e 3anyck n 0OCTaHOBKa aHTUBMPYCHOIO CKaHMPOBAHMSA U T. M. (B 3aBUCUMOCTU OT
bYHKUMOHANbHbIX BO3MOXHOCTEN aHTUBUPYCHOTO NakKeTa, yCTaHOB/IEHHOTO Ha
3alLUMLLAEMON CTaHLMN).

O6HoBNEeHUue

Cepsep Dr.Web 3arpyxaet 06HOBAEHMNS N PacpPOCTPaHAET UX Ha MOAKNHOUEHHbIE K HEMY
3alyMLaemble cTaHUMK. TakuMm oH6pa3oM aBTOMATUYECKM YCTaHaBANBAETCS, MOAAEPXKNBAETCS
N peryimpyeTtcs onTMMabHas cTpaTerys 3almTbl OT YrpoO3 HE3ABUCUMMO OT YPOBHS
KBaAMduUKaLmm 3aimiLaemMblX CTaHLURA.

B cnyyae BpeMeHHOro oTkIHUeHMA 3alMLLiaeMor CTaHLMKN OT aHTUBUPYCHOM CeTu,
aHTMBUPYCHBIN NMakeT Ha CTaHLUUM UCMOJIb3yeT JI0KaIbHYHO KOMUIO HaCTPOeK, aHTUBUPYCHanA
3almMTa Ha 3alMLLIAaeMON CTaHLMKN COXPaHSAET CBOK QYHKLMOHaNbHOCTb (B TeUeHMe Cpoka, He
NpeBbILAOLLEro CPOK AENCTBUA NONb30BATENbCKOW ANLLEH3MN), HO 06HOBAeHMe 1O He
npowussoanTca. Ecam ana 3awmiaemont ctaHUMm pa3peLlleHo GyHKLUMOHMPOBaHME B
MobunsHom pexxume, npun notepe cAsn ¢ Cepsepom Dr.Web 6yaet goctynHo obHOBAEHME
BMPYCHbIX 6a3 HernocpeacTBeHHO ¢ cepBepoB BCO Dr.Web.

@ MpuHUMN paboTbl CTaHUMIA B MO6UABHOM pexume onucaH B [J1aBe 4 Hactoswero
. PykoBoacTBa.

PyKOBOACTBO aZMUHWCTpaToOpa
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3. Dr.Web ana Linux

3.1. ®yHkuyumu Dr.Web gnsa Linux

B HacToALLeM JOKyMeHTe pacCMaTpUBatOTCA acnekTbl HACTPOMKM KOMMOHEHTOB, BXOAALLMX B
npoaykt Dr.Web ans Linux, npegHa3HaueHHbI ana paboTel B OC GNU/Linux . PykoBoacTBO
aflpecoBaHO NuLy, OTBEeYaloLEeMY 3a aHTUBMPYCHYHO 6€30MacHOCTb M HaCTPOWKY CeTew,
Ha3blBaeMOMY B JaHHOM PYKOBOACTBE «AAMUHUCTPATOPOM».

Dr.Web ans Linux co3gaH ans 3awmTbl cepBepoB, paboTtatowmx nog ynpasneHmnem OC
cemencrtea GNU/Linux oT BMpPYCOB 1 BCeX MPOUMX BUAOB BPEJOHOCHOIO MPOrpaMMHOro
obecrieyeHus, a TaKke 414 NPeoTBPALLEHNA PacnpPOCTPaHeHNsA Yepes HUX Yrpos,
pa3paboTaHHbIX ANA Pa3ANYHBIX NAATGOPM.

OcHoBHble dyHKkumm Dr.Web ans Linux:

1. Monck n o6e3BpeXkmnBaHue yrpos. [1pon3BOANTCA MOUCK KaK HEMOCPEACTBEHHO
BPEeAOHOCHbIX MPOrpaMM BCEX BO3MOXHbIX TUMOB (pa3nyHble BUPYCbI, BKIKOYAsA BUPYChI,
NHOULMpPYHOLLME NOYTOBbIE Galbl U 3arpy304Hble 3aMnUcK ANCKOB, TPOSHCKME MPOrpamMMbl,
NMOUYTOBbIE YEePBU W T. MN.), TaK N HEXeNaTeNbHbIX MPOrpaMm (peknaMHblie NporpamMmeb,
nporpaMmbl-LIYTKW, NPOrpaMmMbl aBTOMATUUYeCKOro A03BOHA).

[ns o6Hapy>KeHUs Yyrpo3 NCMONb3YHOTCA Caeaytolme MeTobl:

e CueHamypHelli aHanu3. MeTo NpoBepKM, MO3BOAIOLWMIA OOHAPYXKUTb Y>KE N3BECTHbIE
yrpo3bl, UHGOpPMaLUsA O KOTOPbIX COAEPXKMUTCA B BUPYCHbIX Ba3ax;

e Jgpucmuyeckuli aHaau3. Habop meToa0B NPOBEPKM, MO3BONAIOLLMX OOHAPY>KMBaTb
Yyrpo3bl, KOTOpPbIE eLle HEU3BECTHbI.

e ObpaweHue k cepsucy Dr.Web Cloud, cobupatowiemy cBexyro nHpopmaumto 0o
aKTyaNbHbIX Yrpo3ax, paccblJlaeMyto pasMUHbIMU aHTUBMPYCHbIMM Npoayktamu Dr.Web.

ObpaTtnTe BHMMaHMe, YTO IBPUCTUYUECKUIN aHaNN3aTOP MOXET JIOXHO pearMpoBaTb Ha
nporpaMMHoe obecrneyeHune, He ABAAOLLEroca BpegoHOCHbIM. [T03ToMy 06beKTbl,
cozep>kalume obHapy>XeHHble UM Yrpo3bl, MOyYatoT cheLmanbHbl cTaTyCc —
«MN0oA03pUTEeNbHbIE». PeKOMeHAyeTca nomeLlaTth Takne Ganbl B KAPaHTUH, a Takxke
nepegaBaTb Ha aHa/M3 B aHTUBMPYCHYHO labopaTtoputo «Joktop Beb».

Mpu npoBepke GanIoBON CUCTEMBI MO 3aNpPOCy NOJb30BaTENS UMEETCA BO3MOXHOCTb Kak
MOJIHOM NPOBEPKM BCEX 06BEKTOB PaniIOBON CUCTEMbI, ZOCTYMHbIX MO/b30BaTENHO, TaK U
BbIOBOPOYHOW NPOBEPKMN TOJIbKO YKa3aHHbIX O6BEKTOB (OTAENbHbIX KaTaloroB Man Gamnnos,
COOTBETCTBYHOLLMX YKa3aHHbIM KpuTepmam). KpomMe TOro, A0CTynHa BO3MOXHOCTb
OTAENbHOM NPOBEPKM 3arpy30UHbIX 3aMMCeil TOMOB U UCMONHAEMbIX GaliaoB, N3 KOTOPbIX
3anyLeHbl NPOLECChl, aKTUBHbIE B CUCTEME B JaHHbI MOMEHT. B nocnegHem ciyyae npu
0bHapy>XeHNN yrpo3bl BbIMONHAETCA He TO/IbKO 0b6e3BpexnBaHme BPpeJoHOCHOTO
ncnonHsemoro danna, Ho U NPUHYANTENbHOE 3aBepLueHne paboTbl BCEX MPOLLECCOB,
3anyLeHHbIX U3 Hero.

PyKOBOACTBO aZMUHWCTpaToOpa
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2. MoHuTOopuHr o6palyeHnii K pamnam. OtcnexxmBatrotcs obpalleHns K bannam ¢ JaHHbIMK
M NOMbITKM 3aMycka NCNOAHAeMbIX GaiNoB. ITO NO3BOAAET OOHapPYyXMBaTb U
HEeWTpaiM30BbIBaTb BPeAOHOCHbIE MPOrpaMMbl HEMOCPEACTBEHHO NMPW MOMbITKaxX
MHOULMPOBAHUSA UMUK KOMMbIOTEPA.

3. MoHuTopuHr aoctyna K cetu MIHTepHet. OTCeXnBatoTca NonbiTkM obpalyeHns K
cepBepam B cet VIHTepHeT (Be6-cepBepam, NOUTOBbLIM cepBepam, GarinoBbIM cepBepam)
Ana 610KMPOBKKM AOCTyMNa NoJsib3oBaTeNA K Beb-cariTaM, OTMEUYEHHbIM KaK HeXenaTeslbHble
A9 MoceLLeHns, a Takoke ANA NpeAoTBPaLLeHMA NOAYyYeHMA 1 OTNPaBKN COOBLLEHMA
3/IEKTPOHHOM MOYThI, CoAep>Kalmx NHOULMPOBaHHbIe danibl, HeXxenaTeNbHble CCbINKN UK
KnaccupuumpoBaHHbIX Kak cnam. [MpoBepka cOOBLLEHMN SINEKTPOHHOW NOYTbI 1 Gpalrinos,

3arpy>kaemMbix no CetTn, Ha Haan4yme B HMX BUPYCOB U APYTUX YTPO3, MPON3BOAUTCA «Ha NIETY>».

[ns onpeseneHnsa HexxenaTenbHbIX CCbINOK NCMONb3YHOTCA KaK NOCTaBAseMas BMecTe C
Dr.Web ans Linux aBTomatnueckn obHoBasieMas 6a3a AaHHbIX, coep>kallas nepeyeHb Beb-
pecypcoB, pa3buTbix Ha KaTeropuu, Tak n YepHble 1 benble CNNCKK, BeayLumecs
nosib3oBaTeneM BpyuHyro. JonoAHUTENBHO NPoAyKT obpalyaeTcsa k cepsucy Dr.Web Cloud
N8 NPOBEPKU, HE OTMEYeH N Be6-CainT, K KOTOPOMY MbiTaeTcd 06paTUTbCs Nob30BaTENb,
Kak BPEAOHOCHbIN, APYTMMWU aHTUBUPYCHBbIMWU NpoaykTamun Dr.Web.

4. Hape>xHas nzonaumsa UHGULMPOBAHHBIX UIU NOAO3PUTE/IbHBIX 06BLEKTOB B
cneumansbHOM XpaHUANLLE — KapaHTMHE, YTOBbl OHN HE MOT/IM HaHeCTu yuiepba cucteme.
Mpu nepemMeLLleHN 06BEKTOB B KaPaHTUH OHW creuunanbHbIM 0bpa3om
nepenMeHOBbIBAOTCS, U MOTYT BbITb BOCCTAaHOB/IEHbI B UCXOAHOE MECTO (B C/iyyae
HEeobXoAMMOCTM) TO/IbKO MO KOMaHAe NoJb30BaTens

3.2. KomnoHeHTbl Dr.Web ansa Linux

[na 3awnTbl cepBepos nog ynpasieHnem UNIX-cuctem npesoctaBaatotca cnegyrowme
aHTMBUPYCHbIE KOMMOHEHTbI:

OcHoBHbIe
CkaHep 0nsa pabo4ux cmaHyut

BboimosHaeT npoBepky 06bekToB $hanoBon cnucteMbl (darinbl, KaTasorn n 3arpy3oyHble
3anuncum) 1 aKTMBHbIX MPOLLECCOB Ha Haanume yrpo3 no TpeboBaHuMIo Nonb3oBaTeNd Uan No
3alaHHOMY pacnuCcaHuto.

@ Moy CkaHepoM ans paboumx cTaHUMi nogpasymeBaeTcs Bepcus CkaHepa, paboTatoLlas B

: rpaduueckon cpege OC. B coctaB Dr.Web ans Linux BxoauT Taikoke KOHCObHbIN CKaHep,
NMO3BO/IAOLLMIA 3aMyckaTb NMPOBEPKN U3 KOMaHAHOW CTPOKW. LleHTp ynpaBaeHus He
ynpaeaseT paboToi KOHCONbHOTO ckaHepa.

SplDer Guard (0ns OC GNU/Linux)

MoHuTop dparnoson cuctembl OC GNU/Linux. PaboTaeT B pe3naeHTHOM pexunme v
oTcaexunBaeT onepauunu ¢ darvinamm (Takme Kak co3gaHue, OTKPbITME, 3aKpbITUE U 3anycK

PyKOBOACTBO aZMUHWCTpaToOpa
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danna). Mepenaét komnoHeHTy File Checker 3anpocbl Ha NPOBEPKY COAEPXKMMOrO HOBbIX
N N3MEHUBLUMXCA PaliNoB, a TakkKe UCNONHAEMbIX GaiioB B MOMEHT 3anycka Nporpamm.

SplDer Gate

KomnoHeHT npoBepku ceteBoro Tpaduka n URL. lNMpeaHasHaueH Ana NnpoBEepPKM AaHHbIX,
3arpy>Kaemblx Ha NOKaJbHbIN y3en U3 CeTU 1 NepesaBaeMblX C HEFO BO BHELLHIOK CeTb, Ha
Haanume yrpos, n npejoTBpalLeHna CoOefUHEHMA C y31aMUn CeTU, BHECEHHbIMM B KaK B
He>XkenatenbHble KaTeropun Beb-pecypcos, Tak U B YepHble cnucku, bopmurpyemsble
CUCTEMHBIM aAMUHNCTPATOPOM.

l MocTaBnsieTcs TONbKO B COCTaBe AUCTPUOYTMBOB, NpeaHasHauveHHbIX ans OC cemelicTBa
* GNU/Linux.

KoHconbHelIl ckaHep

KomMnoHeHT, No3BosAtOWMI 3aMyCTUTb NpoBepky hanoB Ha pabouei cTaHUMK 13
KOMaHZHOW CTPOKV OMepaLMoHHOM CUCTEMBI.

Dr.Web ClamD

KoMnoHeHT, amyavpyrowmin nHtepderic aHTMBUPYCHOro npogykta ClamAV®. [No3sosseTt
ncnonb3osatb Dr\Web ans Linux 4ns aHTMBMPYCHOM NPOBEPKMN NHO6BLIM MPUNOXKEHUAM,
KOTOpble MoryT ncnonb3zoats ClamAV®,

KapaHmuH

Ncnonb3yetcs CkaHepoMm ana paboumnx ctaHumii, KoHconbHbIM ckaHepoM 1 SplDer Guard
A9 U30NALUN BPELOHOCHBIX M MOA03PUTENbHbBIX OO BEKTOB.

BcnomoraresibHble
AzeHm Dr.Web dia UNIX

BcnomoraTtenbHbIi KOMMOHEHT. Vicnonb3yeTcsa ans B3anmogericteua Dr.Web ans Linux,
YyCTaHOBJ/IEHHOTO Ha cTaHuwmn, ¢ Dr.Web Enterprise Security Suite.

File Checker

Ncnonb3yetcs KOHCONbHBIM CkaHEPOM A1a Nepejayv Ha npoBepky B Scanning Engine
darinos 1 ynpasneHnsa KapaHTMHOM Ha pabouel cTaHuuun.

Network Checker

|/|Cﬂ0ﬂb3yeTCﬂ AnAa nepejaydn Ha NpoBepKy B Scanning Engine AaHHDbIX, OTMPaBAEHHbIX
KOMMNOHEHTAaMWM NPOrpaMMHOro KomMmnaekca Yepes3 CeTb. ,ﬂIaHHbIr/’I KOMMNOHEHT NCNOJIb3YyeTCA
Aand pa6OTbI BCEX OCHOBHbIX KOMIMOHEHTOB.

Scanning Engine

Ncnonb3yetcs komnoHeHTaMu File Checker n Network Checker ans aHTUBMpYCHOM
NPOBEPKM W yNpaBaeHMA BUPYCHbIMU Ba3amu.

PyKOBOACTBO aZMUHWCTpaToOpa
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SNMP Agent

MpeaHa3HauyeH ana nHterpaumm DrWeb ans Linux ¢ BHELWHMMUW cMCTEMaMU MOHUTOPUHTa
nocpeactsomM npotokona SNMP.

Dr.Web ConfigD
KoopaunHupyet paboty Bcex komnoHeHToB Dr.\Web ansa Linux.
Dr.Web CloudD

KoMnoHeHT, nosyyatowmii cBeeHns 0 BpejoHOCHOCTM nocewaembix URL n
nepegaBaeMbix daninoB B 061auHOM cepBuce

Dr.Web HTTPD

Be6-cepBep ynpasneHms komnoHeHTamu Dr.Web gns Linux. MNpegocTtaBnset Be6-
NHTepdeENC ynpaBieHus.

3.3. Hactpowka Dr.Web ana Linux

UYT06b1 NPOCMOTPETb UIN U3SMEHUTb HAaCTPOMKN aHTUBUPYCHbIX KOMMOHEHTOB Ha pabouen
CTaHUMK:
1. BbibepunTe NyHKT AHTUBUPYCHaA ceTb rNaBHOro MeHto LleHTpa ynpaBaeHus.

2. B OoTKpbIBLUIEMCS OKHE B MepapXM4yeckoM ClNCKEe HaXXMUTE Ha Ha3BaHWMe CTaHLMK MO
Tpebyemon OC (GNU/Linux ) nau rpynnel, cogep>kalien Takme CTaHUMN.

3. B oTkpbIBWEMCA yripaBastoweM MeHo B pa3sesne KoHpurypauus, B nogpaszene
Tpebyemon OC (GNU/Linux ) BbibepuTte TpebyemMblli KOMMOHEHT.

4. OTKpOeTCs OKHO HaCTPOEK aHTUBUPYCHOTO KOMMOHEHTA.

YnpaBneHne HacTponkamMu aHTMBUPYCHbIX KOMMOHEHTOB Yepe3 LleHTp ynpasieHns nmeet
HeKOTOpble OTINUMNSA OT YrpPaBJeHUA HaCTPONKaMM HEMOCPEACTBEHHO Yepes
COOTBETCTBYHOLLME KOMMOHEHTbI aHTUBMPYCa Ha CTaHLMM:

® ANA ynpaBaeHNA OTAE/IbHbIMU NMapaMeTpamMm I/ICI'IOJ'Ib3yIZTe KHOMKW, paCnoOJIOKEHHbIE
cnpaBa OT COOTBETCTBYHOLLMX HAaCTPOEK:

+\ YcTaHOBUTb B HavaJlbHOe 3HaueHue — BOCCTaHOBUTb 3HaYeHMNe, KOTOpPOe NnapameTp
nmen A0 peAakTMpoBaHusa (MocnesHee COXpaHEHHOE 3HaYeHne).

# C6pocnTb B 3HaUE€HMe NO YMOJIYaHUIO — YCTaHOBUTL AN NapaMeTpa 3HayeHune no
YMOYaHUHO.

e /15 yNpaB/ieHNsi COBOKYMHOCTbIO BCEX MAapPaMeETPOB pasjesa UCnosb3ynTe KHOMKN Ha
naHeNn UHCTPYMEHTOB:

# Ycranosutb Bee napameTtpbl B HauaJibHble 3HaUEHUA — BOCCTAHOBUTb 3HAUEHUS,
KOTOpble BCe NapaMeTpbl JaHHOTO pa3jena UMenu Ao TekyLEero pejakTmpoBaHus
(nocneaHne coxpaHeHHble 3HaUYeHMs).

‘ﬁ YcTtaHOBUTb BCe napamMmeTpbl B 3HAaY€HUA NO YMOJITYAaHUKO — YCTaHOBUTb A1 BCEX
napamMeTpoB JaHHOIO pa3jena 3Ha4deHnA, 3ajaHHble€ MO YMOJIHaHUHO.

PyKOBOACTBO aZMUHWCTpaToOpa
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W PacnpocTpaHuTb 3T HaCTPOMKU Ha ApPYroi 06beKT — CKonMMpoBaTb HAaCTPOUWKM U3
[AHHOrO pa3zena B HaCTPOWMKWN APYron CTaHLUMKW, Fpynnbl UAW HECKOABbKUX TPYynn v
CTaHLWN.

# ycranosutb HacnepoBaHme HacTpoeK OT NepBUUYHOMN rpynmbl — yAaauUTb
nepcoHasibHble HACTPOMKM CTaHLUMIN N YCTaHOBUTb HacaeA0BaHNeE HAaCTPOeK JaHHOTO
pa3jena OT MepBUYHOWM rpynmbl.

o CkonupoBaTb HACTPOMKMU M3 NEePBUUYHON FPyMnbl U YCTAHOBUTb UX B KauecTBe
NnepcoHaNbHbIX — CKOMMUPOBaTb HACTPOWKN JAaHHOTO pa3jena U3 NepBUYHOM Fpynnbl U
3a/aTb X ANA BbIOpaHHbIX CTaHLUMIW. HacnegoBaHMe Npu 3TOM He yCTaHaBAMBAETCS, U
HACTPOMKMN CTaHLMM CYMNTALOTCS NePCOHaNbHbIMMU.

L OKCnopTUpOBaTb HACTPOMKMU U3 AAHHOTO pa3sgesia B palln — COXpPaHUTb BCe
HaCTPOWMKM 13 AaHHOTO pa3zena B Gann cneymanbHOro popmara.

K MmnopTupoBaTbh HaCTPOMKU B AaHHbIW pa3aen us ¢panna — 3aMeHUTb BCe
HaCTPOWKM B JaHHOM pa3jene HacTponkamu 3 dania cneumnansHoro ¢opmara.

5. Mocne BHeCEHMM KaKUX-NMBO N3MEHEHWI B HAaCTPOWKM Npu nomolLumn LieHTpa ynpaBaeHus,

3.

3.

ANA NPUHATUS 3TUX U3MEHEHUI, HaXXMUTe kHonKy CoxpaHuTb. HacTpolikm ByayT nepesaHsl
Ha cTaHumu. Ecam ctaHumm 6b1m OTKIOUEHBI B MOMEHT BHECEHWA N3MEHEHWNI, HaCTPOMKHN
6yayT nepesaHbl B MOMEHT NoAKAOYeHMs cTaHumi kK CepBepy Dr.Web.

ALMUHMCTPATOP MOXKET 3amnpeTuTb NONb30BaTeNt0 PeAakTMpOBaTh HACTPOMKM Ha CTaHLMM
(cm. pa3gen MpaBa nonb3oBaTenen ctaHumn B PykoBoAacTBe agMuHUcTpaTtopa). [Mpu
3TOM pefaKkTMpOBaTh HACTPOMKN CMOXET TOJIbKO CaM aZMUHUCTpaTOp Yepes LleHTp
ynpa/ieHus.

3.1. Hactpounku SplDer Guard

3.1.1. Obwme HaCTpPONKHN

B saHHOM pa3gene Bbl MOXeTe ynpaBaaTh caeayrowmmm napamerpamum SplDer Guard Ha
3awmiLaemMon ctaHumm (dannoBom cepsepe):

Bintouuntb SplDer Guard gnsa Linux — ynpasasiet 3anyckom SplDer Guard Ha 3awuiiaemon
cTaHumun.

Mcnonb3oBaTb 3BPUCTUUECKUIA aHaNu3 — ynpasaseT ncnonb3oaHveMm SplDer Guard Ha
3alUMLLAEMON CTaHLUUKN 3BPUCTMUECKOTO aHaiM3a Npu npoBepke GaliioB «Ha feTy».
Vcnonb3oBaHWe 3BPUCTUUECKOTO aHaan3a 3aMeANsieT NPOBEPKY, HO MOBbILLAET ee
HaZEeXHOCTb.

Bpems npoBepku ogHoro ¢painna — onpegenser MakCMMaabHbIN Nepuoj BPeMeH!,
KOTOpPbIA OTBOAMTCA Ha NpoBepky ogHoro darna SplDer Guard craHumu. Ecam ykaszaHo 0,
BpPeMs NpoBepku ogHoro danna He orpaHMUMBaETCA.

PyKOBOACTBO aZMUHWCTpaToOpa
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@ MoHuTop darinoBoli cuctembl SplDer Guard MOXeT UCMO/Ib30BaTh ABa pexuma paboTsi:

e FANOTIFY — paboTa Yepes cUCTeMHbIN MexaHn3m fanotify (Nnoasep>kvBaeTca He
Bcemu OC cemelictea GNU/Linux)

e LKM — paboTa ¢ ncnonb3oBaHWeM 3arpyxaemoro mogyns agpa Linux (MoxeT 6biTb
ncnonb3oBaH B Ntob6oii OC cemeictea GNU/Linux ¢ sgpom Bepcum 2.6.X U HOBee)

Mo ymon4aHno MOHUTOP GalrNoBOM CUCTEMbI aBTOMaTUYECKW BbIBUPaEeT NOAXOAALL WA
pexuM paboTbl, UCXOAA M3 BO3MOXHOCTEN OKpy>XeHus. B cnyyae ecnm SplDer Guard He
3anyckaeTcs, BbIMOJHWTE Ha 3aLLMLLAaeMON CTaHLWM COOPKY 1 YCTaHOBKY 3arpy>aemoro
MOAYNA fApa U3 MNOCTaBASEMbIX NCXOAHBIX KOZOB.

3.3.1.2. AencTtBua

B saHHOM pa3gene Bbl MOXeTe ynpaBasaTb NapameTpaMmn aHTUBUPYCHOM 3alumnTbl, KOTOPbIe
SpIDer Guard 6yaeT npuMeHATb Npy NpoBepke Gpalrinos.

B kauecTBe COOLITMIA, Ha KOTOpPble MOXeT pearnpoBaTb SplDer Guard, JOCTYnHbI CreaytoLme:

¢ NHdununpoBaHHble — B NpoBepeHHOM daitie 0bHapy>XeH N3BECTHbIV BUPYC.

¢ Mopo3putenbHble — NPOBEPEHHbIN danin OTMeYeH Kak N0do3pumesbHeblu.

¢ PeknamHble nporpammbl — B NpoBepeHHOM ¢daline obHapyxeHa peknamMmHaa nporpamma.
¢ Mporpammbl A,03BOHa — B NPOBepPeHHOM dpaine obHapy>keHa nporpaMmma A03BOHa.

¢ Mporpammbl-lWYTKN — B NpOBepeHHOM daline obHapy>keHa NporpaMma-LuyTKa.

¢ MoTeHuManbHO onacHble — B NPOBepeHHOM daine obHapyxXeHa NoTeHLMalbHO onacHas
nporpamma.

e Mporpammbl B310Ma — B NpoBepeHHOM ¢aine obHapy>KeHa nporpammMa B3noma.
B kauecTBe AeNCTBMI JOCTYMHbI ClefyroLme:

e /ledums, nepemMewyames 8 KapaHMUH Heu3/le4UMble — BOCCTaHOBUTb COCTOSIHWE 0bbekTa A0
3apaxkeHuns. Ecan BUpPYC HEM3AEUMM AW NOMbITKA eYeHMs He Bblna YCNeLWwHON, TO 06bekT
byseT nepemelleH B KapaHTUH. [laHHOe AeNCTBME BO3MOXHO TONbKO AN 06BbEKTOB,
3apa>keHHbIX N3BECTHbIM U3N1€YNMMbIM BUPYCOM, 3@ UCKNHOUEHMEM TPOAHCKMX MPOrpamMm u
3apa>keHHbIX $paliNoB BHYTPU COCTaBHbIX OO HEKTOB.

e Jledums, y0aname Heu3/ie4uMble — BOCCTaHOBUTb COCTOAHME obBbekTa A0 3apaxkeHusa. Ecam
BMPYC HEN3eUNMM MM MOMbITKa IeYeHns He Bbina ycnewHon, To 06bekT byaeT yaaneH.
[aHHoe aelicTBME BO3MOXHO TONbKO A1 06EKTOB, 3apaKeHHbIX M3BECTHbIM N3/1€UMMbIM
BMPYCOM, 3@ CKIHOUEHNEM TPOAHCKMX MPOrpaMM M1 3apa>keHHbIX GanioB BHYTPU
COCTaBHbIX OOBbEKTOB.

e [lepemewyame 8 kapaHmMuH — OBHapy>XeHHas yrpo3a nomMelaercs B KapaHTtuH,
M30/IMPOBAHHbIN OT OCTaNlbHOM CUCTEMDI.

e Yoaname — Hanbonee 3pdeKTUBHbBIN CNOCOO YCTPaHEHNA KOMMbIOTEPHbIX YTPO3 AHObIX
TMNOB. [IpYMeHeHne JaHHOrO AeNCTBMUA NoApa3ymMeBaeT NoHOoe yaaneHne obbekTa,
NpeACTaBAAIOLLErO Yrpo3y.

PyKOBOACTBO aZMUHWCTpaToOpa
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e Coobujame — BblAaTb NOb30BaTeNtO COObLEHNEe 06 0OBHapy>XeHHOW yrpose.

3.3.1.3. KoHTeiHepbI

B saHHOM pa3gene Bbl MOXeTe ynpaBaaTb NapametTpamu nposepkn SplDer Guard cocTtaBHbIX
dalrinoB, TakMx, Kak apx1Bbl, MOUTOBbIE (albl, ynakoBaHHbIe 06BEKTbI U MPOYNE KOHTEUHEPSI
(T. €. cocTaBHble dalibl, He OTHECEHHbIE HN K OAHOMY U3 NpeAblAyLnX TUMOB).

[Ans kaxpaoro Tmna ¢anna B COOTBETCTBYHOLLEM MOJIE MOXHO YKa3aTb MakCMMaibHO
AOMYCTMMbIN YPOBEHb BNOXEHHOCTU, HUXXE KOTOPOrO OH He AOJIKEH pacrnakoBbIiBaTbCA MpU
npoBepke SplDer Guard. Hanpumep, utobbl NpoBEpPATb COAEPXNUMOE apXUBOB, BJIOXKEHHbIX B
apXuBbl, HEOBXOAMMO yKa3aTb YPOBEHb BIOXKEHHOCTU ANA HUX He MeHee 2. YTobbl 3anpeTuTb
NPOBEPKY BJIOXEHHbIX 0O BEKTOB, YKaXXNTe YPOBEHb BAOXEHHOCTN 0 AN COOTBETCTBYHOLLLETO
TUNa KOHTENHEPOB.

MOMHWTE, UTO yBENIMUYEHNE AOMYCTUMOrO YPOBHS BNOXEHHOCTM YMEHbLLAET CKOPOCTb
NpoBepKy.

Mone MakcumanbHbIV KO3PPULLMEHT CKATUA apXMBa YCTaHAB/IMBAET MAaKCMMabHYHO
AONYCTUMYHO CTEMEHb CKaTUs MPOBepPsAEeMbIX 06BbEKTOB (Kak OTHOLLEHME CKAaToro o6bema
darina Kk Hecxatomy). Ecam cteneHb ckatusa NpoBepsemMoro o6bekTa NpPeBbICUT YKa3aHHYH
BENNUMHY, OH ByaeT NponyLleH npu NpoBepkKe.

3.3.1.4. NyTn npoBepkun

B naHHOM pa3gene Bbl MOXeTe ynNpaBAsATb CNUCKaMUM MyTeun K KaTasoram u darinam Ha
3alMLLIaEMON CTaHLMK, KOTopble ByayT npoBepATbcA uam nponyckatecs SplDer Guard npwu
MOHWUTOPUHTE GaniIOBON CUCTEMBI.

Nckntouaemble Nyt ykasbiBatoTca B none Uckarovaemsblie nyty (MO OAHOMY NyTU Ha CTPOKY).
®annbl 1 KaTanory, NnonasLine B CNUCOK UCKIOYAEMbIX MyTeW, He KOHTPOIMPYHOTCA
mMoHuTopoM SplDer Guard.

Nckntouaemble npouecchl ykasbiBaroTcs B none Mckarouaemblie npouecchbl (MO O4HOMY Ha
cTpoky). ObpalleHuns K dpainam, MHULUMPOBaHHbIE NpoLieccaMun (MporpaMmmamm),
BK/JIFOUEHHbBIMW B 3TOT CMIUCOK, HE KOHTPOANPYOTCA MOHUTOpoM SplDer Guard. ins kaxaoro
NCKIOYaEeMOro npoLecca HeobxoAMMO yKa3zaTb NMOAHBIN NMYTb K €ro NCNOAHAEMOMY daliny Ha
3aWMLLIaeMON CTaHLMN.

MyTn, noanexalume NpoBepKe Ha 3alLMLLaeMON CTaHLMW, YKa3biBakOTCA B Noae
MpoBepsaemMblie nyTH (N0 0Og4HOMY NyTK Ha cTpoky). MoHuTop SplDer Guard 6yaeTt
KOHTpO/IMpOBaTh ObpalleHne ToAbKO K TeM darinam, KOTopble HaXOAATCA B MPOBEPAEMbIX
NyTAX U HEe HaXoAATCA B NyTAX U3 cnucka Uckarouyaemblie nyTw.

ﬂ'ﬂﬂ ,£I,O6aBﬂeHVIH HOBOTO NyTn B Hy)KHbIVI CMMNCOK Ha>XMute KHOI'IKy B COOTBeTCTByI-OLLI,eI7I

CTpOKe Ccnucka. Ansa yAaneHna HeEKOTOPOro nyTn N3 cnmcka Ha>XMumTe KHOMKY
COOTBeTCTByI'OLLI,eI‘/JI CTPpOKe Crnuncka.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.3.1.5. /lononHuTe/IbHble HACTPOUKM

B AaHHOM pa3zene Bbl MOXeTe yrpaBiaTb AOMNOJHUTENbHBIMWU HacTporikamMmun paboTbl SplDer
Guard Ha 3alwmiaemon ctaHuum (GannoBom cepsepe).

[locTynHbl cnepyrowme AononHuTenbHble HacTponku SplDer Guard:

e Pexxum paboTtbl — yrnpasiseTt cnocobom pabotsl SplDer Guard Ha 3awWuLLaeMOn CTaHLUN:
yepes Moaynb aapa Linux (LKM), uepes cnyx6y fanotify nav B pexxcvume aBTomatmnueckoro
onpegeneHunsa Hanbonee noaxoaailero cnocoba. PekomeHayetca octaBaatb pexxum AUTO.

e YpoBeHb )XypHaia — ynpaB/iseT ypOBHEM NOAPOOHOCTM BeAeHMs XypHaia KOMMNOHEHTOM
SpIDer Guard.

e MeTtopa BegeHua XXypHana — ynpaBaseT cnocobom coxpaHeHus coobuieHuni SplDer Guard
B >XKypHaJ. BO3MOXHble 3HaUeHUs:

o Auto — NCNONb3YHTCA NapaMeTpbl BEAEHMA XypHana, 3ajaHHble 411 BCeX KOMMOHEHTOB
B HacTpowikax Dr.Web ConfigD.

o Syslog — ncnonb3yetca cucTeMHblli cepsuc syslog ans BegeHus xypHana SplDer Guard.
B cnyuae BbibOpa 3TOro 3HaueHUs HEObXOAMMO Takke yka3aTb B BbiMaatolweM Crncke
Mopacucrema syslog ncrnonbsyemyto syslog noacucremy (MeTky) Ans COXpaHeHUs
coobuweHunin ot SplDer Guard.

s Path — coobuweHuns xypHana ot SplDer Guard coxpaHatoTca B OTAeNbHbIA danin. B
cnyyae BbIbOpa 3TOro 3HayeHUs Heob6XoAMMO ykasaTb NyTb K danny B none Maiin
YKypHana.

3.3.2. Hactpouku AreHta Dr.Web ana UNIX

3.3.2.1. O6bwme HacTpPOMKHn

B saHHOM pa3gene Bbl MOXeTe ynpaBaaTb HACTPOMKamMmn paboTbl Ha 3almMLLAEeMON CTaHL MK
BCMoMoraTesibHoro komnoHeHTa AreHT Dr.Web ans UNIX. JocTynHbl cresyrolume HaCTPOMKM:

e Cobupatb MHPOpPMaLLMIO O CTaHUUAX — Gaar ykasbiBaeT, JokeH v AreHT Dr\Web ans
UNIX cobupatb nHGOpMaL Mo O COCTOAHUMN CTaHLMWN.

¢ Mepuopg c6opa HpopmaLum o CTaHLUAX — NEPUOANYHOCTb (B MUHYTaX), C KOTOPOW
AreHT Dr.Web ana UNIX goskeH oTnpaBaAaTb 3anNpockl K CTaHUMaM ansa cbopa
nHopMaLnu.

¢ MeprognuHOCTb OTNPaBKU CTAaTUCTUKUN — ONpeaenseT NepuoanUYHOCTb, C KOTOPOWK AreHT
Dr.Web ana UNIX otnpasnsert ctatnctnky Ha Cepsep Dr.Web .

e Mo61bHbIN pe)XXxuMm NnoslyuyeHUs o6HOBIEHUIA — OonpesenaeT PexnuM UCNoab30BaHUS
MOBUABHOrO pexxma nosyvyeHns 0O6HOBAEHM. BO3MOXHbIe 3HaueHus:

s ABmomMamuyecku — VUCNoNb30BaTb MOOUAbHBIN PEXUM, ECIN OH pa3peLleH
agMuHucTpatopoM Ha Cepsepe Dr.Web (nonyuats o6HOBNeHMA ¢ cepBepoB BCO,
MCNONb3YA NOKaNbHbIN KOMMOHEHT 0OHOBNEHWNA, paboTatoLWmii Ha CTaHLMK, 16O
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noay4yaTtb obHoBNEHUNA OT CepBepa DI’.WEb, B 3aBUCMMOCTU OT TOIrO, Kakoe coeanHeHne
AOCTYNMHO M KayeCTBO Kakoro coegnHeHuA }'Iyl-IUJe).

8 JIcnos16308ame — NCNOAb30BaTh MOBUABbHBIA PEXNM, ECIN OH pPa3peLleH
agmuHuctpaTopom Ha Cepsepe Dr.Web (nosnyyats o6HoBAeHUs ¢ cepepos BCO,
MCNONb3YysA NOKaNbHbIN KOMMOHEHT O6HOBNEHUS, paboTatoLmMIA Ha CTaHLUK).

o 3anpemume — He pa3peluatb Dr.Web gna Linux Ha ctaHumMn nonyyaTe 06HOBAEHMA C
cepsepos BCO B cnyyae HEBO3MOXHOCTU nogkatoveHus K Cepsepy.

e ObpabarbiBaTh discovery-3anpocbl — ycTaHOBUTE d1ar, UToObl pa3peLlnTb areHTy
npuHMMaTb discovery-3anpockl ot Cepeepa Dr.Web (ncnonb3yrotcsa ans npoBepku
CTPYKTYPbl U COCTOSAHNSA aHTUBMPYCHOW CeTn).

e YpoBeHb )XypHasa — ynpasaseT ypOBHEM NOAPOOHOCTN BeAEHUS XypPHasa KOMMNOHEHTOM
AreHT DrWeb ana UNIX.

e MeTtopa BegeHus XXypHana — ynpaBaseT CNoCcobOM COXpaHEHMA COOBLLEHN AreHToM
Dr.Web ana UNIX B xypHasn. BO3MOXHble 3HaueHus:

o Auto — NCNONb3YHTCA NapaMeTpbl BEAEHMA XypHana, 3ajaHHble 411 BCeX KOMMOHEHTOB
B HacTpowikax Dr.Web ConfigD.

o Syslog — ncnonb3yetcs cuctemMHbl cepsuc syslog ans BegeHuns xxypHana AreHta DrWeb
ans UNIX. B chyyae Bbibopa 3TOro 3HaueHms HeobxoaMMO Takxke yka3aTb B
Bbinagatowem cnucke Moacucrema syslog ncnonbsyemyto syslog noacrcremy (Mmetky)
ANa coxpaHeHuns coobuieHni ot AreHta Dr.Web ana UNIX.

o Path — coobuweHuns xypHana ot AreHta Dr\Web ans UNIX coxpaHatoTca B OTAeNbHbIN
danin. B cnyvae Bbibopa 3TOro 3HaveHns HeobxXoAMMO ykaszaTb NyTb K Gpaliny B none
®daiin xypHana.

Kak npaBwuno, 4ns HacTpoek 3TOro KOMMOHeHTa MO YMOYaHWIO 3aaHbl OMTUMasbHble
3HauUeHWs, U3MEHATb KOTOPbIE HE PeKOMeHayeTcs 6e3 Heob6XoANMOCTL.

3.3.2.2. Konpurypauua

B saHHOM pa3gene Bbl MOXeTe 3ajaBaThb (B dopmaTe ini-dpaina KOHPUrypaLmm) HaCTPOMKM
Aana nroboro n3 komnoHeHToB Dr\Web ana Linux, ycTaHOBAEHHOrO Ha CTaHLMW.

Ansa 3Toro BHecute HeobxoaMMble n3MeHeHns B nose KoHpurypauvoHHbi ¢paiin drweb.ini.

Ob6paTnTe BHUMAHWE, YTO:

¢ B pepakTtope HacTpoek oTobpaxatoTca TONbKO Te MapamMeTpbl KOHUIypaLmn, 3HaYeHNS
KOTOPbIX HbINN N3MEHEHBI Ha 3TON CTpaHMLLe.

e 3HaueHMs NapaMeTpoB KOHOUTypaLnK, yKazaHHbIe B peJakTope, UMerT NpuopuTeT no
OTHOLUEHWIO K 3HAYEHMAM HaCTpOeK, 3ajaBaeMblX Ha CTPaHULLAX HAaCTPOEK KOMMOHEHTOB: B
C/lyYae ecn Ha CTpaHWLe HaCTPOWMKM 3aaHo OAHO 3HaYEeHNe HEKOTOPOTro NapaMeTpa, a Ha
ctpaHuue KoHndurypauma — apyroe, Ha cTaHUmMM BygeT NCNOo/Ib30BaHO 3HaYeHWe,
yKa3aHHoe Ha cTpaHuue KoHurypauma. B yacTHOCTH, 419 KOMMOHEHTOB, CeKLMM KOTOPbIX
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yka3aHbl B pegaktope KoHurypaumoHHbiii paiin drweb.ini, 3HaueHnsA He ykazaHHbIX
napameTpoB KOHOUTypaLUn NPUHMMAIOT 3HaUEHUS MO YMONYaHUIO.

e PepakTop HacTpoek NojAep>KMBaeT KOHTEKCTHYH MOACKa3Ky: HaXkaTne KOMOMHaunmn KiaBuLL
CTRL+SPACE oTkpbIBaeT BbiMajatoLLMii CMMCOK AOCTYMHbIX MapaMeTpoB (MAN CEKLUN
napameTpoB, B 3aBUCUMOCTUN OT KOHTEKCTA).

e /IMeeTcA BO3MOXHOCTb 3KCNOPTa U MMMoOpTa COAEPXMMOro pejakropa B Bue
3anosHeHHoro ¢anna koHdurypaumm . ini. lng umnopTa nam akcnopTta HaCTPOeK B BUAE
davina kKoHOUTrypaumm . ini HaXMMTe COOTBETCTBYHOLLME KHOMKM, PacnoNOXeHHbIe Ha
CTpaHuLe Haj pesakTopoM HacTPOeK.

@ [Ans nonyyeHys MOAHOTO MepPEeYHsi KOMMOHEHTOB Ha CTaHLMK, AOCTYMHbIX 4151 HACTPOWKY, a
TakoKe /19 03HAaKOMIEHWS C OMUCAHNEM WX MapaMeTpOB B KOHQUrypaLyoHHOM daline
drweb.ini obpaTutecb K pyKOBOACTBY MOJIb30BATENS UAW PYKOBOACTBY aAMUHUCTpaTOpa
NpoJAyKTa, YCTAaHOBNEHHOTO Ha CTaHLWN.

3.3.3. Hactpowuku SpiDer Gate

3.3.3.1. O6bwume HacCTpPOMKM

B saHHOM pa3zene Bbl MOXeTe yrpaBasTb cieayowymmn napamerpamm SplDer Gate Ha
3alNLLAEMON CTaHLUMK:

¢ Bintountb SplDer Gate — ynpasnset 3anyckom SplDer Gate 3awumiiaemMon cTaHLUW.

¢ /icnonb3oBaTb 3BPUCTUUECKUIA aHanu3 — yrpasaseT ncnonb3osaHunem SplDer Gate Ha
3alMLLIaEMOM CTaHLMMN 3BPUCTUYECKOTO aHanM3a ANs Nomncka HEM3BECTHbIX Yrpos3.
Mcnonb3oBaHMe 3BpMCTNYECKOrO aHaaM3a 3aMea/iaeT MPOBepPKY, HO MOBLILLIAET ee
HaAEe>XHOCTb.

e Bpemsa npoBepku ogHoro ¢panna — onpesenser MakCMMabHbIN Nepuoj BPeMeH!,
KOTOPbI/ OTBOAMTCA Ha NpoBepKy ogHoro danna SplDer Guard Ha ctaHuuun. Ecam ykazaHo 0,
BPEMS NPoBepku ogHOro danna He orpaHNUMBaETCA.

3.3.3.2. AlencTBUA

B AaHHOM pa3zene Bbl MOXeTe yrpaBasTb cieayowymmn napamerpamm SplDer Gate Ha
3alNLLAEMON CTaHLUMUK:

e YctraHoBuTte ¢nar MpoBepaTb Nonyyaemble painbl, UTOObI BKIHOUNTL MPOBEPKY BXOAALLETO
WHTepHeT-Tpadumka (B YaCTHOCTM — dalnNoB, 3arpy>KeHHbIX U3 VIHTepHeT).

¢ B cnuckax bnoknposatb ¢aiinbl 1 BaokupoBaTb 40NONHUTENBLHO BbibepuTe TUMbI
Hebe3onacHbIX NONyYaeMblX 06BEKTOB, KOTOPbIe ByayT 610KMPOBATLCA KOMMOHEHTOM
SpIDer Gate.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.3.3.3. Be6-punbtp

B saHHOM pa3gzene Bbl MOXeTe ynpaeaaTb ciegyrowmmn napametpamu SplDer Gate Ha
3alNLLAEMON CTaHLUMK:

e YcraHoBuTe dnaxkok NMpoeepatb URL, utobbl BIHOUMTE 610KMPOBKY MHTEPHET-PECYPCOB MO
KaTeropuam.

e YctaHoBUTe dpnaxok bnokupoBaTb HepeKoMeHAyeMble caiTbl, UTOObI BKAHOUMTH
610KMPOBKY CalNTOB, Ha KOTOPbIX MCMOb3YHOTCA METO/Abl COLMANbHOW UHXEHepUn ans
obMaHa nocetuTenen.

e YctaHoBUTe dnaxkok bnokmnposats URL, ao6aBneHHble no obpalyeHuto
npaBoobnaparens, UtToObl 3a610KMPOBaTb AOCTYN K CaliTaM B CBA3WN C obpaLLeHnaMHU
npaBoobnagatenen, OGHapyXMBLUMX HapyLeHMA NPaB Ha UHTENNEeKTyaAbHYH
cobCTBEHHOCTb B ceTn VHTepHerT.

¢ B cnucke bnokupoBaTtb cnegyrolLme KaTeropum carToB BbibepuTe KaTeropum MHTEpPHeT-
pecypcoB, AOCTyN K KOTOPbIM HEOBXOANMO 3ab10KMpPOBaTh.

e B paszenax benbiii cnucok/YepHblii cnncok fob6aBbTe NyTW K caitaM, AOCTYN K KOTOPbIM
HY>KHO pa3peLunTb/OrpaHNynTb:

s YTtobbl 06aBUTb B CMMCOK OMNPEeAeNeHHbIN CalT, BBEAUTE NOHbIA agpec ero AoMeHa
(Hanpumep, www . example . com). [JOCTyn KO BCEM pecypcam, pacrnoNoXeHHbIM Ha 3TOM
foMeHe, byaeT onpesenaTbCa JaHHOW 3anunchbio.

3.3.3.4. KoHTeitHepbI

B aaHHOM pa3gene Bbl MOXeTe yrnpaBaaTb NapameTpamu nposepku SplDer Gate cocTaBHbIX
dalnnoB, Takmx, Kak apx1Bbl, MOYTOBbIE Balinbl, yNnakoBaHHble OO6bEKTbI M MPOoYMe KOHTENHepbI
(T. e. cocTaBHble dalinbl, He OTHECEHHbIE HU K OAHOMY U3 MPeablAyLLuX TUMOB).

Ansa kaxgoro Tvna daina B COOTBETCTBYHOLLLEM NMOJE MOXHO yKa3aTb MakCMMaabHO
AOMYCTMMbIN YPOBEHb BNOXEHHOCTU, HUXXE KOTOPOro OH He AOJIKEH pacrnakoBbIiBaTbCA MpU
nposepke SplDer Gate. Hanpumep, utobbl NpoOBEPATE COAEPXKMMOE apXMBOB, BJIOXEHHbIX B
apXxuBbl, HEOHBXOAMMO yKa3aTb YPOBEHb BIOXKEHHOCTU ANS HUX He MeHee 2. YTobbl 3anpeTuTb
NPOBEPKY BJIOXEHHbIX O6BEKTOB, YKaXkMTe YPOBEHb BNAOXEHHOCTM 0 A1IA COOTBETCTBYHOLLETO
TMNa KOHTEVNHEPOB.

MMOMHWTe, YTO yBEeNIMUYEHNE AOMYCTUMOrO YPOBHS BNOXEHHOCTV YMEHbLLAET CKOPOCTb
NpOoBEPKM.

MNone MakcMmanbHbIV KO3 PULLMEHT OKaTUA apXuBa YCTaHaBANBAET MaKCMMabHYHO
AONYCTUMYHO CTEMeHb CKaTuA MpoBepAeMbIX 06bEeKTOB (Kak OTHOLLEHME CKaToro obbema
dalina k HecxkaToMmy). Eciv cTeneHb ckaTns npoBepseMoro ob6bekTa NpPeBbICUT YKa3aHHYH
BE/NNUMNHY, OH ByaeT nponyLleH npu NpoBepke.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.3.3.5. /lononHuTe/IbHble HAaCTPOUKM

B saHHOM pa3gene Bbl MOXeTe ynpaBasTb JONOAHUTENbHBIMWU HacTpolikamu paboTel SplDer
Gate Ha 3aluMLaeMOl CTaHLUUN.

[locTynHbl cnepyrowme AononaHuTenbHble HacTponkn SplDer Gate:

¢ YpoBeHb )XypHana — yrnpas/feT ypoBHEM NOAPOOHOCTM BeAeHMSA XXypHaia KOMMOHEHTOM
SpIDer Gate.

¢ Metopa BegeHua xxypHana — ynpasaseT cnocobom coxpaHeHuns coobuieHnn SplDer Gate B
XypHaJ. BO3MOXHbIe 3HaUeHus:

o Auto — MCNO/b3YHOTCA NapaMeTpbl BeAEHNA XypHana, 3ajaHHble A8 BCEX KOMMOHEHTOB
B HacTpowikax Dr.Web ConfigD.

o Syslog — ncnonb3yetcs cucTeMHblli cepsuc syslog ans BegeHus xypHana SplDer Gate. B
CNyyae BbIbOpa 3TOro 3HaueHUss HeOHXOAMMO TakXkKe yka3zaTb B BbiMajatoLleM Crumcke
Mopacucrema syslog ncrnonbsyemyto syslog nogcucremy (MeTky) Ans COXpaHeHs
coobueHnn ot SplDer Gate.

s Path — coobuweHuns xypHana ot SplDer Gate coxpaHsatoTCA B OTAeNbHbIN dainn. B cryyae
BbiGOpa 3TOro 3HayeHMs HeobxoAMMO yka3aTb NyTb K Ganny B none dawn >xypHana.

3.3.4. Hactpouku File Checker

B faHHOM pa3gene Bbl MOXETe ynpaBAsATb HAaCTPOMKaMy paboTbl Ha 3aLLMLLIAEMON CTaHLUK
BCcromMoraTtesnbHoro komrnoHeHTa File Checker.

[ocTynHbl Cnesyrolime HacTPOKN:

¢ Pasmep K3lla NnpoBepeHHbIX PpaiiioB — onpegenser pa3mep kawa, B kotopoM File Checker
BPEMEHHO COXpaHAeT pe3y/bTaTbl NPOBEPKN dalinos.

e Mepuopg akTyaNnbHOCTU K3La — OrNpezenseT Nepnos BpeMeHu, B TeueHnmn kotoporo File
Checker He npoBepsieT paisibl NOBTOPHO, eCN MHPOPMaLUs 06 UX MPOBEPKE YyxKe
COZEPXKUTCA B K3LLE.

e YpoBeHb )XypHaia — ynpaB/iseT ypOBHEM NOAPOHHOCTV BeAeHMs XypHaia KOMMNOHEHTOM
File Checker.

e MeTop BegeHnsA XKypHasa — ynpasaseT cnocobom coxpaHeHusa coobuweHunin File Checker B
XypHan. BO3MOXHble 3HaueHus:

o Auto — NCNONb3YHTCA NapaMeTpbl BEAEHMA XypHana, 3ajaHHble 411 BCEX KOMMOHEHTOB
B HacTporikax Dr.Web ConfigD.

o Syslog — ncnonb3yetcs cuctemHbi cepsuc syslog ans BegeHns xypHana File Checker. B
CNyyae BbIbOpa 3TOro 3HaueHUs HeOH6XOAMMO Takxke yka3aTb B BbiMajatoLleM Crmcke
Moacucrema syslog vcnonb3yemyto syslog noacucremy (MeTky) Ans COXpaHeHMs
coobuenunn ot File Checker.

s Path — coobuweHuns xypHana ot File Checker coxpaHatotca B otaenbHbIn darin. B cryyae
BbIGOpa 3TOro 3HauYeHMs HeobxoAMMO yka3aTb NyTb K Ganay B none dann >xypHana.
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Takoke Bbl MOXeTe yKa3aTb, Kakyro JOMONHUTENbHYIO MHPOPMaLUIO cresyeT 3anucbiBaThb B
XypHas, eciv OH BezeTcs Ha ypoBHe Omuadka.

o IPC— COXPaHATb B XypHan BCe COO6LLI,eHI/Iﬂ BHYTPEHHENo NMNpPoOTOKOJ1a B3aMMOAeVICTBMﬂ
KOMMNOHEHTOB.

e MpoBepka PpannoB — cCoOxpaHATb B XXypHaa CBeAeHNs O npoBepke Gpainnos..

e MoHutopuHr ¢aiinos SplDer Guard — coxpaHsTb B XypHas CBeAeHUs 0 3anpocax oT
SpIDer Guard.

e CocTosiHMe K3Lla NpoBepeHHbIX PpalIoB — COXPaHATb B XXypHas CBEAEHUS O COCTOSHUN
K3Lla npoBepeHHbIX Ganos.

Kak npasuao, Anda HaCTPOEK 3TOr0 KOMMOHEHTa Mo YMOJYaHUKO 3a4aHbl ONTMaibHble
3Ha4YeHuA, NSMEHATb KOTOPbIE HE pEKOMEHAYETCA 6e3 HeO6XOAI/IMOCTI/I.

3.3.5. Hactpownkn Scanning Engine

B saHHOM pa3gene Bbl MOXeTe ynpaBaaTb HAaCTPOMKamMmn paboTbl Ha 3almMLLaEeMON CTaHL MK
BCMOMOraTe/IbHOro KOMMNoHeHTa Scanning Engine.

[ocTynHbI Cnesyrolime HacTPOKN:

e MyTb k Ppanny cokera PUKCMPOBaAHHON KONUN KOMIMOHEHTa — onpegenseT NyTb K anny
UNIX-cokeTa nocTosiHHO paboTatoleint konuu Scanning Engine. 10T cokeT moxeT
MCNONb30BaTbCA A8 CKaHMPOBaHMA GaIoB BHELWWHUMW Nnporpammamu. Ecav napametp
NycT, CKAHWPOBaHWE HEAOCTYNMHO ANA BHELWHMX NporpamMm, a Scanning Engine 3anyckaetcs u
3aBepLuaeT cBOKO paboTy aBTOMaTMUeCKM, MO Mepe HEOBXOAMMOCTH.

¢ KonnuecTtBo ckaHUpPYHOLWMNX MPOLLECCOB — OMnpesenseT KOMYeCTBO BCNOMOraTeNbHbIX
npoLieccos, kotopble Scanning Engine moxeT co3gaTb Npu ckaHMpoBaHun dannos. Mpwu
M3MEHEHWM 3HaUeHMA 3TOro NapamMeTpa CesyeT y4ecTb KOMYECTBO NPOLLEeCCOPHbIX AAep,
AOCTYMHbIX 3aLUMLLAEMOM CTaHLUWN.

¢ CropoikeBoil Taimep — onpezenseT Nepnoj BpeMeHu, Kotopbln Scanning Engine
MCNONb3YyeT 417 aBTOMATUYECKOro OB6HapyXXeHMA 3aBMCaHUSA BCMOMOraTenbHbIX
CKaHWUPYHOLWMX NPOLLECCOB.

¢ YpoBeHb )XypHana — ynpasaseT ypoBHEM NOAPOOHOCTN BeAeHUS XypHana KOMMNOHEHTOM
Scanning Engine.

¢ Metopa BegeHua XXypHana — ynpasaseT cnocobomM coxpaHeHmns coobLieHnin Scanning
Engine B >XypHan. BO3MOXHble 3HaueHuA:

a Auto — NCNONb3YHOTCA NapaMeTpbl BeAEHNA XypHana, 3ajaHHble ANA BCeX KOMMOHEHTOB
B HacTpowikax Dr.Web ConfigD.

a Syslog — ncnonb3yeTtca cncTeMHbll cepsuc syslog ana BegeHuns xypHana Scanning
Engine. B cnyyae BbibOpa 3TOro 3HaueHUs HeoH6XoAMMO Takxke yKa3aTb B BbliMajatoLlem
cnucke Moacncrema syslog ncnonbsyemyto syslog noacmcremy (MeTky) Ana COXpaHeHMA
coobuweHnn ot Scanning Engine.
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s Path — coobuweHuns xypHana ot Scanning Engine coxpaHAroTca B oTaenbHbIA dann. B
cnyyae BbIbOpa 3TOro 3HayeHUs Heob6XoAMMO yka3aTb NyTb K danny B none Maiin
)XypHana.

Kak npaBwuno, 4ns HacTpoek 3TOro KOMMOHeHTa MO YMOUYaHWIO 3aZaHbl OMTUMasbHble
3HauUeHWs, U3MEHATb KOTOPbIE HE PeKOMeHayeTcs 6e3 Heob6XoANMOCTL.

3.3.6. Hactpoikn Dr.Web ConfigD

B faHHOM pa3gene Bbl MOXeTe ynpaBasTb HAaCTPOMKaMmn paboTbl Ha 3alMLLAEMON CTaHL MK
BCMOMOraTesibHOro ynpasastolero komnoHeHTa Dr.Web ConfigD.

[loCTynHbI cneayrowme HacTPONKM:

¢ MyTb K NYy6IMUHOMY KOMMYHMKaLLMOHHOMY cokeTy — onpegenset nyTb K UNIX-cokety,
KOTOpbIM ncnonb3yetca ana Bzammogenctama ¢ Dr.Web ConfigD komnoHeHTamun Dr.Web
Ana Linux.

¢ [yTb K aAMUHUCTPATUBHOMY KOMMYHUKaLLMOHHOMY coKeTy — ornpegensaet nytb K UNIX-
COKETY, KOTOPbIN Ucnonb3yetcs ana Bzanmogencreuns ¢ Dr.Web ConfigD komnoHeHTamm
Dr.Web ans Linux, paboTatowyymum ¢ MOJHOMOUMAMMN.

¢ MyTb K KaTaziory BpemMeHHbIX ¢paiioB — onpesenseT kKataaor, B KOTOPOM KOMMOHEHTbI
Dr.Web ans Linux xpaHAT cBOW BpeMeHHble dbaibl.

e MyTb k kKaTtanory PID-¢painoB n ¢paiizioB KOMMYHMKaLLMOHHBIX COKETOB — ornpejenseT
KaTanor, B KOTOPOM KOMMNoHeHTbl Dr\Web ans Linux xpaHaTt PID-dpannbl n UNIX-cokeTbl ans
BHYTPEHHEro B3anMoencTBus.

¢ YpoBeHb )XypHaia — ynpa/isieT ypOBHEM NOAPOOHOCTM BeAeHMs XXypHaia KOMMNOHEHTOM
Dr.Web ConfigD.

e MeTop BegeHWs XKypHasia — ynpasaseT cnocobom coxpaHeHusa coobweHnin Dr.Web
ConfigD B >ypHan. Bo3MOXHble 3HaueHus:

o Syslog — ncnonb3yetca cnctemHbiv cepsuc syslog ans BegeHns xxypHana Dr.Web
ConfigD. B cnyyae Bbibopa 3TOro 3HayeHMs Heob6XoANMO TakKe yka3aTb B BbiNajatoLem
cnucke Mogecncrema syslog ncnonbsyemyto syslog nogcncremy (MeTky) s COXpaHEHUS
coobueHnn ot Dr.Web ConfigD.

o Path — coobueHuns xypHana ot Dr.Web ConfigD coxpaHsatoTcs B oTaenbHbIN Gann. B
cnydvae BbIbOpa 3TOro 3HaueHMs HeobXxoaMMO ykasaTb NyTb K dariny B none Pain
)KypHana.

Kak npaBuno, ANAa HaCTPOEK 3TOT0 KOMMOHEHTa Mo YyMOJIHaHUKO 3ajaHbl ONTMaibHble
3Ha4yeHuA, NISMEHATb KOTOpPbIEe HE peEKOMeHAYEeTCA be3 HEO6XOAVIMOCTI/I.
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O6HoBAeHne MobuabHbIX areHToB Dr.Web

4. O6HoBNAeHUe MobunbHbIX areHToB Dr.Web

O6wan nHpopmaums

Ecav y nonb3oBatenbckon pabouert CTaHUUN B TeYeHME ANNTENbHOTO BPEMEHW OTCYTCTBYeET
poctyn k Cepepy Dr.Web, AreHT Dr.Web Ha cTaHUmn Mo>XeT noayvate OOHOBAEHWNSA C
cepepos BCO Dr.Web B MobusbHoMm pexkxume. MOBUAbHBIN pexXunM AoKeH HbiTb HACTPOEH
Ha CTaHUMW, a Takke pa3pelwér Ha Cepeepe Dr.Web.

HacTpoiikn MOBUABHOrO pexrma Ha CTaHLMK YCTaHaBANBAKOTCA NYTEM U3MEHEHMA 3HaUeH A
napamMeTpa ESAgent.MobileMode:

# drweb-ctl cfset EsAgent.MobileMode <Tpebyemoe 3HaueHUe>

I'IapaMeTp MOXeT NpnHMMaThb chegyroe 3HavyeHNA:

® 0N — NCMNOJ/Ib30BaTh TOJILKO MOBOWABHBIN PEXMM, €CIN Pa3peLLleHO Ha CTaHLMK, U NoyYaTb
obHoBNEHUNA ToNbKO ¢ cepBepoB BCO;

e off — He ncnonb3oBaTh MOBOUIBHBIN PEXMM K NoayyYaTb 06HOBAEHMA Toabko ¢ CepBepa
Dr.Web;

e auto — NCNONb30BaTb MOOWIbHbBIN PEXMM, ECAIN Pa3peLLEHO Ha CTaHLMK, U NOAyYaTb
obHoBneHUs kak cepepoB BCO, Tak n c Cepeepa Dr.Web (B 3aBMCMMOCTM OT TOrO, Kakoe
MMEHHO COeANHEeHNe JOCTYMHO U Yy Kakoro COeAMHEHNS Bbille KauyecTBO).

Mo6unbHbIN peXXuM C HacTPOMKaMM MO YMOJ/IYAHUIO: 0CO6EHHOCTH
$yHKLMOHMpOBaHUA

3HaueHMe auto yCTaHOBAEHO MO YMONYaHUIO. B 3ToM cnyvae nepexog ctaHums byaet
nosyyaTb o6HoBAEeHMA ¢ cepBepoB BCO, ecnu:

e c CepBepa Dr.Web He 6b110 ycnelwHbIx OOHOBNEHWI B TeUeHne 24 4acos;
e k CepBepy Dr.Web He yaaétca nogxntoumntbcs B TedeHne 10 MUHYT.
B Mo6uAbHOM pexunme AreHT NnpesnpuHMMaeT NONbITKM BOCCTAHOBUTbL CBA3b ¢ CepBepoM

Dr.Web npumepHo pa3 B MUHyTy. Ecam nocne ycnewHom NonbITKN COeAMHEHNE COXPaHUTCA B
TeyeHne 10 MUHYT, MOXHO ByzeT cHoBa nosyyaTb o6HoBneHus ¢ Cepsepa Dr.Web.
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MpunoxxeHne A. TexHnueckasa noagepXkka

5. MpunoxxeHue A. TexHuuyeckasa noaaeprxka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAeAHNMUN BEPCUMAMU ONMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NMpoumnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHum «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumu pa3gena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM TMHWM AN1A BCeN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.
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